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Abstract: 

This research focuses on the development and analysis of artificial intelligence 

(AI)-based biometric systems that utilize both contact (e.g., ECG, EEG, GSR) and 

contactless (e.g., radar, optical, RF) physiological signals for human identification 

and continuous authentication. In particular, the study emphasizes the design 

of cancelable and privacy-preserving biometric schemes that can be securely 

updated or revoked when compromised. The integration of these modalities 

enables flexible, seamless, and privacy-aware biometric recognition suitable for 

real-world applications. 

The study addresses four main aspects: signal preprocessing, application of AI and 

deep learning techniques, privacy protection, and adversarial robustness. 

Advanced signal processing and feature extraction methods will be implemented, 

followed by the use of AI and deep learning models for multimodal data analysis. 

Privacy-preserving and adversarially robust mechanisms will be explored to 

enhance system security and reliability. The final goal is to develop a secure, 

explainable, and ethically compliant biometric framework. 

 

Main Tasks to Carry Out: 

 

1. Preprocessing of Contact and Contactless Signals 

o Acquisition and filtering of physiological (ECG, EEG, GSR) and 

contactless (radar, optical, RF) signals. 

o Signal segmentation, normalization, and artifact reduction. 

o Extraction of fiducial and non-fiducial features in time, frequency, 

and entropy domains. 

o Study of complementarity and fusion between contact and 

contactless modalities. 

2. Use of AI and Deep Learning Techniques for Biometric Systems 

o Application of AI and deep learning models (CNN, LSTM, GCN, 

etc.) for biometric identification and authentication. 

o Exploration of multimodal fusion strategies to enhance recognition 

accuracy and robustness. 

o Evaluation using metrics such as accuracy, Equal Error Rate (EER), 

and inter-session consistency. 

o Interpretation and visualization of model decision processes to 

ensure explainability. 

3. Privacy Analysis of Biometric Systems 
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o Identification of potential privacy and security risks related to 

biometric data storage and transmission. 

o Development of cancelable templates and privacy-preserving 

methods (federated learning, homomorphic encryption). 

o Assessment of compliance with data protection frameworks such as 

the General Data Protection Regulation (GDPR). 

4. Design of Adversary-Resistant Biometric Systems 

o Modeling of attacks, including spoofing, replay, and adversarial 

perturbations. 

o Implementation of liveness detection and adversarial training 

techniques. 

o Evaluation of system robustness under controlled and realistic attack 

conditions. 
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