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Abstract: 

This research focuses on the design, analysis, and implementation of lightweight 

cryptographic protocols and primitives aimed at securing Internet of Things (IoT), 

vehicular, and industrial networks. The work emphasizes efficiency, privacy, and 

robustness, addressing the unique constraints of embedded and resource-limited 

devices. 

The project covers the complete cryptographic development lifecycle — 

from protocol design to informal and formal security analysis, computational and 

energy evaluation, and hardware implementation — while also exploring pseudo-

random number generators (PRNGs) as fundamental cryptographic components. 

The expected outcome is a set of secure, verified, and hardware-efficient 

cryptographic mechanisms applicable to modern embedded ecosystems that 

integrate AI-driven and adaptive security paradigms. 

 

Main Tasks to Carry Out: 

1. Design of Cryptographic Protocols 

• Development of secure and lightweight authentication and key-

establishment schemes for IoT, vehicular, and industrial communication 

systems, to mention some application scenarios. 

• Exploration of AI-based optimization and anomaly detection techniques to 

improve adaptability and resilience of cryptographic mechanisms in 

dynamic environments. 

2. Informal Analysis of Cryptographic Protocols 

• Identification of vulnerabilities such as replay, impersonation, and 

desynchronization attacks. 

• Comparative analysis of contemporary lightweight and AI-enhanced 

protocols targeting computationally constrained devices. 

3. Formal Analysis of Cryptographic Protocols 

• Formal verification of properties such as secrecy, authenticity, and freshness 

using ProVerif, Scyther, and Tamarin. 

• Validation under standard adversarial and oracle-based models (e.g., Real-

or-Random). 

4. Computational, Memory, and Energy Evaluation 

• Quantitative assessment of computational cost, memory footprint, and 

power efficiency. 

• Comparison with the state of the art in lightweight and AI-enhanced 

cryptographic schemes. 
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5. Hardware Implementation 

• FPGA or SoC implementation of the proposed protocols optimized for low 

area, latency, and energy. 

• Validation on embedded testbeds relevant to IoT and vehicular 

communication systems. 

6. Design of Cryptographic Primitives: PRNGs 

• Development of secure, efficient pseudo-random number generators 

(PRNGs) suitable for resource-constrained hardware. 

• Exploration of entropy sources, including behavioral and physiological 

data, to strengthen randomness generation. 

7. Randomness and Entropy Analysis 

• Validation of PRNGs using standard statistical test suites such as NIST SP 

800-22 and Dieharder. 

• Entropy estimation and randomness quality assessment to ensure 

compliance with cryptographic standards. 
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